Abstract. In this paper, we explore the pairing-based cryptography on elliptic curve. The security of protocols using composite order bilinear pairing on elliptic curve depends on the difficulty of factoring the number N. Here, we show how to construct composite ordinary pairing-friendly elliptic curve having the subgroup of composite order N by using Cocks-Pinch Method. We also introduce dual system encryption to transform Identity-Based Encryption (IBE) scheme built over prime-order bilinear, to composite order bilinear groups. The new Identity-Based Encryption (IBE) is secured since it uses the Dual System Encryption methodology which guaranteed full security of the new IBE system.
INTRODUCTION
Pairing-based cryptography is the operation of a pairing between the elements of two cryptographic groups to a third group to construct cryptographic systems. If the same group is used for the first two groups, the pairing is called symmetric and is a mapping from two elements of one group to an element from a second group. Like this, pairings can be used to reduce an unbreakable problem in one group to a different, generally easier problem in another group. For example, in groups with a bilinear mapping such as the Weil pairing or Tate pairing, generalizations of the computational Diffie-Hellman problem are supposed to be infeasible while the easier decisional Diffie-Hellman problem can be easily solved using the pairing function.
Recently, Boneh [1] introduced a new idea in pairing-based cryptography, which is to use composite order groups instead of prime order ones. It has been used in most of important applications including non-interactive zero-knowledge proofs, group and ring signatures, searching encrypted data, and fully collusion-resistant tracing.
If we want to construct pairing-based schemes with composite order groups, we can either apply the pairing using supersingular curves as in the original construction in [1] or use ordinary curves as proposed in [2] . These are particularly recommended if the security relies on the Decisional Diffie-Hellman (DDH) assumption. Recent results show that the discrete logarithm problem on supersingular curves is weak. The reason for constructing pairingfriendly ordinary curve is because recent announcements [3] show that pairings of supersingular curves as defined in [4] are no longer safe.
In this paper we show the construction of composite ordinary pairing-friendly elliptic curve using ordinary curve and use it as a method to transform Identity Based Encryption (IBE) to composite order bilinear groups. The dual system encryption methodology introduced by Waters [5] is a tool for proving full security of Identity-Based Encryption (IBE) and related encryption systems. We apply Dual System Encryption methodology to prove the security of our newly transformed IBE system.
COMPOSITE ORDER BILINEAR GROUP
In this section we discuss the construction of composite ordinary pairing friendly elliptic curve. 
Background
Composite order bilinear groups were first introduced in [1] . We define them by using a group generator G, an algorithm which takes a security parameter as input and outputs a description of a bilinear group G. We let and be finite cyclic groups. The order of these three groups is composite integer with some large prime factors . In our case, G outputs ( ( 1 ) This orthogonality property of , , will be a principal tool in our constructions.
Cocks-Pinch Method
We use the Cocks-Pinch algorithm for finding pairing-friendly elliptic curves [6] and the Complex Multiplication (CM) method of curve construction [8] .
Input: A positive integer k; k will be the embedding degree, A prime p congruent to 1 modulo k.
Output:
A prime q; An elliptic curve E over of embedding degree k with respect to p.
Step 1: Choose an integer X that has order k in
Step 2: Choose a positive integer D (the CM discriminant) so that ─D is a square modulo p.
Step 3: Fix s (mod p) such that
D s

(mod p).
Step 4: Take an integer Y congruent to 1 
s X (mod p).
Step 5: Let
Step 6: If q is a prime number, use the CM method to obtain an elliptic curve E over with trace
Since X q (mod p), the group order is divisible by p, and k is the embedding degree for E over with respect to p.
If q is not a prime number, start again with a different X and/or Y.
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Recall that for the CM method [7] , the input is a prime q of the form 4 2 2
Db a
, and the output is an elliptic curve E over with a q F E q 1 ) ( . They also construct composite order groups with embedding degree 1 [8] , and from the construction no information about N's factorization is leaked, since knowledge of N's factors was not used.
We generalize the Cocks-Pinch method to the case where p is replaced by a composite N. In this version the restrictions is on the input k and on D (in Step 2).
Input:
A positive integer k such that either or has a prime divisor that is congruent to 3 modulo 4, Distinct primes congruent to 1 modulo , and Positive integers . 
Output:
A prime ; An elliptic curve over of embedding degree with respect to .
Step 1: Choose an integer that has order in
Step Step 4: Take an integer congruent to
Step 6: If is a prime number, use the CM method to obtain an elliptic curve over with trace
If q is not a prime number, start again with a different and/or . In version 1, p is replaced by a composite N and N is a product of primes that are 1 (mod k) is leaked in this construction. The square root s of is revealed from q, N, and E. While in version 2, the difference are only in steps 2 and 3. The method of computing a square root s of in this version does not leak additional information about the factorization of N that was not already leaked by knowledge of X. Therefore we use the second version of the algorithm, rather than the first.
IDENTITY BASED ENCRYPTION
In this section, we transform Identity Based Encryption (IBE) to composite order bilinear groups. Then we apply Dual System Encryption methodology to prove security of our newly transformed IBE system.
IBE Construction
We use the ordinary composite order group version II in this IBE system. The construction will use composite order groups of order and identities in . The ciphertext is then generated as Decryption. If the ID's of the ciphertext and key are equal, the decryption algorithm computes the plaintext as:
The security of our newly transformed Identity-Based Encryption (IBE) is proved to be secured since it is applicable to the Dual System Encryption that was introduced by Waters [6] .
CONCLUSION
We constructed composite order bilinear group in elliptic curve and used the method to transform our IBE system to composite order bilinear group. Our newly transformed IBE system has a convenient setting for Dual System Encryption methodology that guaranteed its full security. For future work, we would like to improve on the construction of composite order pairing and to study the security and efficiency of Identity-Based Encryption (IBE) as a result of the new improved construction.
